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1.A daily backup job for seven Hyper-V VMs has been configured at the main site, keeping 14 days’ worth 
of backup files. They want to get a copy of the VM backups to a repository at the disaster recovery site. 
They want to keep six months’ worth of backup files at the disaster recovery site. They also need to be 
able to restore the VMs to any given day within two months and any given week within six months. 

How should a backup copy job be configured to meet these requirements? 

A. Use periodic copy (pruning) mode, keeping 180 days of retention. 

B. Use immediate copy (mirroring) mode, keeping 62 days of retention and 26 weekly GFS restore points. 
C. Use periodic copy (pruning) mode, keeping 62 days of retention and six monthly GFS restore points. 
D. Use immediate copy (mirroring) mode, keeping 180 days of retention. 

Answer: B 

Explanation: 

According to the Veeam Backup & Replication user guide1, you can use a long-term retention policy 
(GFS) to keep backup files for longer periods of time. GFS stands for grandfather-father-son and refers to 
a backup rotation scheme that allows you to create weekly, monthly, quarterly and yearly restore points12. 
Therefore, if you want to be able to restore the VMs to any given day within two months and any given 
week within six months, you should use a GFS policy with 62 days of retention and 26 weekly GFS 
restore points. The simplest configuration would be an immediate copy (mirroring) mode with these 
settings (option B). 


2.At 18:00, after a Windows update installation, a VM is stuck in an infinite boot loop. The VM is 
configured as follows. 


Application ; SQL Server 


Disk 1 60 GB, CBT enabled 
Disk 2 (DATA) 400 GB. CBT enabled 
The last backup was created at 01:00. Choose the recovery approach that provides the lowest RTO with 
the least data loss. 

A. Instant VM Recovery with quick rollback 

B. Instant VM Recovery 

C. VM disk recovery with quick rollback of Disk 1 

D. Virtual disk restore of Disk 1 

Answer: D 

Explanation: 

https://helpcenter.veeam.com/archive/backup/110/vsphere/incremental_restore.html 


3.Veeam ONE can detect when a potential ransomware attack is happening 
and be configured to take mitigating actions. 
A. Reporting 


B. Alert Management 
C. Alarm Management 
D. Data Protection View 
Answer: C 
Explanation: 
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Veeam ONE can help notify you of suspicious activity in your datacenter through the Possible 
Ransomware Activity alarm. This alarm can be configured to take mitigating actions such as sending an 
email notification, running a script or creating a support case. 


4.An administrator has decided to set up a VM backup job covering their Microsoft SOL servers. 

What feature must be enabled to ensure quiescence of the SQL databases during the backup? 

A. Enable Microsoft SQL server plug-in. 

B. Enable application-aware processing. 

C. Enable Microsoft Windows OS processing. 

D. Enable Microsoft SQL server agent on the VMs 

Answer: B 

Explanation: 

According to the Veeam Agent for Microsoft Windows User Guide1, you need to enable application-aware 
processing to ensure quiescence of the SQL databases during the backup. Application-aware processing 
allows Veeam Agent for Microsoft Windows to create transactionally consistent backups of SQL Server 
VMs. 


5.Due to an unexpected power outage, Site A is completely down. The disaster recovery strategy was 


implemented (see diagram). 
= 
a 


Veeam 


vmi vl vi via Backup & 
Replication 5 Replication 
a 


vCenter 
Site A —————— L Site B —____— 


What is the correct way to start replicated VMs on Site B, while ensuring you can failback after Site A 
comes back online? 

A. Execute "Permanent failover" from vCenter. 

B. Execute "Planned failover". 

C. Power on VMs manually through vCenter. 

D. Perform "Failover". 

Answer: D 


6.In the war against ransomware, a company decided to implement tape backup for the first time. The 
tape library has already been added. Of the following, what must be done first? 

A. Create vaults. 

B. Create media pools. 
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C. Create libraries. 
D. Create media sets. 
Answer: B 


7.A Windows VM running on Microsoft Hyper-V is protected using the file indexing option. The guest 
interaction proxy is offline. 

Which of the following Veeam servers will be used to deploy the runtime during the backup process? 

A. Backup & Replication server 

B. Indexing database server 

C. File proxy server 

D. Virtual lab server 

Answer: A 

Explanation: 

https://helpcenter.veeam.com/archive/backup/110/hyperv/guest_interaction_proxy.html According to the 
Veeam Software Help Center1, Veeam Backup & Replication deploys runtime components on a VM guest 
OS to perform file indexing. These components can be either non-persistent or persistent depending on 
whether you have enabled application-aware processing for the VM. 

If you have enabled application-aware processing for the VM, Veeam Backup & Replication uses a 
persistent agent component that is installed on the VM guest OS during backup job session and remains 
on the VM after that. In this case, if the guest interaction proxy is offline, Veeam Backup & Replication will 
use another available guest interaction proxy or fail over to the backup server. 

If you have not enabled application-aware processing for the VM, Veeam Backup & Replication uses a 
non-persistent runtime component that is deployed on the fly and removed after indexing is complete. In 
this case, if the guest interaction proxy is offline, Veeam Backup & Replication will use another available 
guest interaction proxy or fail over to the backup server. 


8.What is necessary prior to configuring replica mapping? 

A. A Veeam backup in the production site 

B. A Veeam replica in the disaster recovery site 

C. A Veeam backup in the disaster recovery site 

D. A Veeam replica in the production site 

Answer: B 

Explanation: 
https://helpcenter.veeam.com/archive/backup/110/vsphere/replica_seeding.html 


9.A backup job is configured as follows. 


‘a incr 


Every day at 20:00 


ic 


Restore points to keep 14 restore points 
| Job created Friday, 13:00 


How many full and incremental restore points will be in a repository on day 16 at 23:00? 
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A. 3 full and 14 incremental 
B. 2 full and 12 incremental 
C. 3 full and 15 incremental 
D. 1 full and 13 incremental 
Answer: B 


10.A Veeam proxy server is configured as follows. No modifications are allowed to the transport mode. 


Transport Mode x 


Backup proxy transport mode: 


@ Automatic selection 
Data retrieval mode is selected automatically by analyzing backup proxy 
configuration and reachable VMFS and NFS datastores. Transport modes 
allowing for direct storage access will be used whenever possible. 


O Direct storage access 
Data is retrieved directly from shared storage, without impacting production 
hosts. For block storage, backup proxy server must be connected into SAN 
fabric via hardware or software HBA, and have VMFS volumes mounted. 


© Virtual appliance 
Data is retrieved directly from storage through hypervisor I/O stack by hot 
adding backed up virtual disks to a backup proxy VM. Datastores containing 
protected VMs must be connected to a host running backup proxy VM. 


© Network 
Data is retrieved from storage through hypervisor network stack using NBD 
protocol over host management interface. This mode has no special setup 
requirements. Recommended for 10 Gb Ethernet or faster. 


Options 
E] Failover to network mode if primary mode fails, or is unavailable 
[C] Enable host to proxy traffic encryption in Network mode (NBDSSL) 


[ox] Cance 


When performing a restore of a thin-provisioned VMware virtual disk on an NFS data store using this 
proxy server, what transport mode will be used by default? 

A. Direct SAN access 

B. Virtual appliance 

C. Network 

D. Direct NFS access 
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11.Backup jobs are configured to local repositories. Backups must be sent from Site B to the repository on 
Site A. The connection allows direct backups to complete within the backup window. Impact on the source 


VMs at Site B should be minimized. 
Which type of job and Veeam components should be used to provide the necessary protection? 


a 


WAN accelerator Proxy 


w 


Proxy 


iM E vM 


onm 
a ma 


WAN accelerator 


Site A 


A. A backup copy job and components 6 5 4 3 2 

B. A backup job and components 5 2 

C. A backup copy job and components 6 2 

D. A backup copy job and components 6 4 2 

Answer: A 

Explanation: 
https://helpcenter.veeam.com/docs/backup/vsphere/backup_copy_path.html?ver=120 


12.15 VMs are running on a Hyper-V platform and five physical servers at a remote office (ROBO). The 
administrator has been tasked with setting up centralized off-site backups at the headquarters (HQ). The 
available bandwidth is 50 Mbps. RPO is set to six hours and the data generated for the interval is 500 GB. 
WAN accelerators can be added if necessary. 

Which of the following will achieve the RPO? 

A. Use backup copy jobs in with High-Performance Mode enabled. Set the schedule to run every six 
hours. 

B. Use backup copy jobs with copy mode set to "immediate copy". Use WAN acceleration. 

C. Use backup copy jobs with copy mode set to "periodic copy" and copy every six hours. 

D. Configure the backup copy jobs with traffic throttling to 30 Mbps to limit the impact. 

Enable WAN acceleration. 

Answer: B 

Explanation: 

According to the Veeam Backup & Replication user guide12, WAN acceleration is a technology that 
optimizes data transfer to remote locations by performing deduplication and caching. It is specific for 
off-site backup copy jobs and replication jobs12. Therefore, if you want to achieve the RPO of six hours 
with 500 GB of data and 50 Mbps of bandwidth, you should use backup copy jobs with WAN acceleration 
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enabled. This will reduce the amount of data that needs to be transferred over the network and speed up 
the backup process12. The simplest configuration would be an immediate copy mode with WAN 
acceleration 


13.A physical Linux file server needs to be migrated to VMware ESXi. 

The server has several volumes: /dev/sda (60GB), /dev/sdb (1TB) and /dev/sdc (4TB). 
What is the quickest option to migrate the server? 

A. Export all disks, create an empty VM and attach the disks. 

B. Create an empty VM and perform bare metal recovery inside the VM. 

C. Perform Instant VM Recovery. 

D. Perform Instant Disk Recovery for each volume. 

Answer: C 


14.A file on a Windows VM hosted on vSphere is corrupted and must be restored. VMware tools are 
installed and up to date on the VM. For some reason, the Veeam mount server cannot connect to the VM 
through the network. 

Which of the following restore methods provides the fastest restore (RTO)? 

A. Run Veeam file restore wizard and let it restore through VIX. 

B. Start an Instant VM Recovery session and log on into the restored image to copy/paste the file to 
restore. 

C. It is impossible to restore the file on the VM if the mount server cannot reach it through the network. 

D. Run Veeam file restore wizard and use the "copy to" to download the file locally in a shared folder. 
Answer: A 

Explanation: 

According to the Veeam Backup & Replication user guide1, you can use the File Level Restore wizard to 
restore files and folders from VM guest OSes that run Windows2. The wizard allows you to choose how to 
access the VM guest OS: through network or through VIX2VIX is a VMware API that enables 
programmatic access to virtual 

machine operations3. 

Therefore, if you want to restore a file on a Windows VM hosted on vSphere and the mount server cannot 
connect to the VM through the network, you can use VIX as an alternative method of access2. This will 
allow you to restore the file directly to its original location without downloading it locally or starting an 
Instant VM Recovery session. 


15.Veeam Agent for Linux has been installed in standalone mode on a Linux physical server. The backup 
job is configured to write to a Veeam repository. 

Which of the following media types is available as a recovery media? 

A. ISO image 

B. Veeam Backup & Replication repository 

C. Object storage 

D. Tape 

Answer: A 


